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Response to Amendment 



Notice to Applicant 



1 . This communication is in response to amendment filed January 04, 2008. 
Claims 118 and 120 have been amended. Therefore, claims 115-121, 230-237 
and 286-297 are pending for further examination. 



2. The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this 
Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in 
public use or on sale in this country, more than one year prior to the date of application for patent in 
the United States. 



3. Claims 115-121, 230-237, 286-287, 289, 292, 294 and 296 are rejected 
under 35 U.S.C. 102(b) as being anticipated by Barkan International Publication 
No. WO 98/17042. 

Regarding claim 115, Barkan teaches the invention as claimed, including 
a method of transmitting a message from a sender to a destination address 
through a server displaced from the destination address [see Abstract], the steps 
at the server of: 

receiving the message from the sender [see Abstract, p. 23-24, step (h). 
p.19, step (b)], 

transmitting the message to the destination address [see Abstract, p. 12, 
steps (a, b, c), p.23-24, step (h), p.30, step (d)], 
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receiving at the server an indication from the destination address that the 
message has been received at the destination address from the server [see 
Abstract, p.8, p.19, p.29, step c], 

maintaining the message and additionally providing at the server a 
verification of the message [see p. 9, p. 31 -32], and 

transmitting to the sender the message and the verification of the 
message for storage by the sender [see p. 33, 1 st paragraph, mail server 3 sends 
proof of receipt message and encrypted message from recipient (user 2) and 
stores in mail box 12 belonging to sender (user 1)]. 

Regarding claim 116, Barkan teaches the invention as claimed, the step 
at the server of: discarding the message and the verification of the message after 
the transmission of the message and the verification of the message to the 
sender and before any authentication of the message [see p. 35, step 1]. 

Regarding claim 117, Barkan teaches the invention as claimed, including 
steps at the server of: receiving from the sender a copy of the message and the 
verification of the message before any authentication of the message but after 
the transmission of the message to the sender [see p.34, step j], generating 
digital fingerprints of the message and the verification of the message received 
from the sender [see p. 23-24, steps j-h, p.31-p.32], comparing the digital 
fingerprints, and authenticating the message on the basis of the results of the 
comparison [see p. 23-24, steps j-h, p. 31 -p. 32]. 
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Regarding claim 118, Barkan teaches the invention as claimed, including 
the steps at server of: providing at the server, at the same time an attachment 
including the identity of the sender and the identity and address of the server and 
the identity and the destination address of the recipient [see p. 23, 30], 
maintaining the attachment and additionally providing a verification of the 
attachment (generating a digital signature of the attachment), and transmitting to 
the sender the attachment and the verification of the attachment, at the same 
time as the transmission of the message, and the verification of the message, to 
the sender [see p.23, 29-30, 34]. 

Regarding claim 119, Barkan teaches the invention as claimed, including 
the steps at the server of: receiving an attachment from the destination address 
[see Abstract, p.8, p. 19, p. 29, step c], maintaining the attachment and 
additionally providing a verification of the attachment (providing at the server a 
digital signature of the attachment), and transmitting to the sender the 
attachment and the verification (digital signature) of the attachment for storage by 
the sender [see p.23, 29-30, 34]. 

Regarding claim 120, Barkan teaches the invention as claimed, including 
the steps at the server of: receiving from the sender copies of the message and 
the attachment and the verifications of the message and the attachment, 
generating digital fingerprints of the message and the verification (digital 
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signature) of the message and digital fingerprints of the attachment and the 
verification (digital signature) of the attachment, and comparing the digital 
fingerprints of the message and the verification (digital signature) of the message 
and comparing the digital fingerprints of the attachment and the verification 
(digital signature) of the attachment to authenticate the message and the 
attachment [see p. 23-24, steps j-h, p.29-30, 31-32, 34]. 

Regarding claim 121, Barkan teaches the invention as claimed, including 
the steps at the server of: receiving the message and the verification (digital 
signature) of the message at the server from the sender, and authenticating the 
message at the server on the basis of the message and the verification (digital 
signature) received by the server from the sender [see p. 23-24, steps j-h, p.29- 
30]. 

Regarding claim 230, Barkan teaches the invention as claimed, including 
a method of authenticating a message provided by a sender and transmitted to a 
destination server by a second server displaced from the sender and the 
destination server, the steps at the second server of: providing an electronic 
attachment including the identity and address of the sender and the identity and 
address of the second server and the identity and address of the destination 
server, and transmitting the electronic attachment from the second server to the 
sender after the transmission of the message from the second server to the 
destination server but before any authentication of the message by the second 
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server [see Abstract, p. 12, steps (a, b, c), p.23-24, step (h), p. 30, step (d), p. 33, 
1 st paragraph, p.34]. 

Regarding claim 231, Barkan teaches the invention as claimed, wherein 
the electronic attachment transmitted from the second server to the sender 
includes the address and the identity of intermediate stations receiving the 
electronic attachment in the transmission of the electronic message from the 
second server to the destination server [see p.44, step e]. 

Regarding claim 232, Barkan teaches the invention as claimed, including 
the steps at the second server of: providing a verification (digital signature) of the 
attachment at the second server, and transmitting the verification (digital 
signature) from the second server to the sender at the time of transmitting the 
attachment from the second server to the sender [see Abstract, p. 12, steps (a, b, 
c), p.23-24, step (h), p.30, step (d), p.33, 1 st paragraph, p.34]. 

Regarding claim 233, Barkan teaches the invention as claimed, including 
the steps at the second server of: providing a digital signature of the attachment 
at the second server, and transmitting the digital signature from the second 
server to the sender at the time of transmitting the attachment from the second 
server to the sender [see Abstract, p. 12, steps (a, b, c), p.23-24, step (h), p. 30, 
step (d), p.33, 1 st paragraph, p.34]. 
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Regarding claim 234, Barkan teaches the invention as claimed, including 
the steps at the second server of: receiving the electronic attachment and the 
verification (digital signature) at the second server from the sender [see Abstract, 
p. 12, steps (a, b, c), p.23-24, step (h), p.30, step (d), p.33, 1 st paragraph, p.34], 
and authenticating the attachment at the second server on the basis of the 
electronic attachment and the verification (digital signature) of the electronic 
attachment received by the second server from the sender [see p.23-24, steps j- 
h, p.31-p.32]. 

Regarding claim 235, Barkan teaches the invention as claimed, including 
the steps at the second server of: authenticating the electronic attachment at the 
second server on the basis of the electronic attachment, and the digital signature 
received by the second server from the sender [see p.23-24, steps j-h, p. 31- 



Regarding claim 236, Barkan teaches the invention as claimed, including 
the steps at the second server of: receiving at the second server the attachment, 
and the verification (digital signature) of the attachment from the sender [see 
Abstract, p. 12, steps (a, b, c), p.23-24, step (h), p.30, step (d), p.33, 1 st 
paragraph, p.34], providing at the second server digital fingerprints of the 
attachment and the verification (digital signature) of the attachment received at 
the second server from the sender, and comparing the digital fingerprints at the 
second server to authenticate the attachment [see p.23-24, steps j-h, p. 31 -p. 32]. 



p.32]. 
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Regarding claim 237, Barkan teaches the invention as claimed, including 
the steps at the second server of: receiving the attachment and the digital 
signature at the second server from the sender [see Abstract, p. 12, steps (a, b, 
c), p.23-24, step (h), p.30, step (d), p.33, 1 st paragraph, p.34], providing at the 
second server digital fingerprints of the attachment and the digital signature 
received at the second server from the sender, and comparing the digital 
fingerprints to authenticate the attachment [see p.23-24, steps j-h, p. 31 -p. 32]. 

Regarding claim 286, Barkan teaches the invention as claimed, including 
the steps at the server of: receiving from the sender a copy of the message and 
the digital signature of the message after the transmission of the message to the 
destination address but before any authentication of the message [see P. 34, 
step j], and processing the message and the digital signature of the message to 
determine the authentication of the message [see p. 23-24, steps j-h, p. 31-p32]. 

Regarding claim 287, Barkan teaches the invention as claimed, including 
the steps of in the course of transmitting the message from the server to the 
destination address, providing an exchange of data between the server and the 
destination address relating to the message [see Abstract, p. 12, steps (a, b, c), 
p.23-24, step (h), p.30, step (d) and p.23-24, step (h). p. 19, step (b)], recording at 
the server at least a portion of the data exchanged between the server and the 
destination address relating to the message, and transmitting the recorded data 
to a storage means for subsequent production as proof of delivery of the 
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message to the destination address [see Abstract, p. 8, p. 19, p. 29, step c and 
p. 33, 1 st paragraph, mail server 3 sends proof of receipt message and encrypted 
message from recipient (user 2) and stores in mail box 12 belonging to sender 
(user 1)]. 

Regarding claim 289, Barkan teaches the invention as claimed, including 
the exchange of data between the server and the destination address includes 
the identification of the server and the destination address and the identification 
of the message and an acknowledgement of the receipt of the message by the 
destination address [see p. 23, 29-30, 34]. 

Regarding claim 292, Barkan teaches the invention as claimed, including 
the steps of providing a dialog (communication) between the second server and 
the destination server during the transmission of the message from the second 
server to the destination server, through stages between the second server and 
the destination server, to establish subsequently that the destination server has 
received the message, and storing at least a portion of the dialog 
(communication) between the second server and the destination server for 
subsequent proof of delivery of the message by the second server to the 
destination server [see p. 23-24, steps j-h, p.29-30, 31-32, 34]. 



Regarding claim 294, Barkan teaches the invention as claimed, including 
the dialog (communication) between the second server and the destination 
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server is included in the electronic attachment [see Abstract, p. 23-24, steps j-h, 
p.29-30, 31-32, 34]. 

Regarding claim 296, Barkan teaches the invention as claimed, including 
the steps of providing a dialog (communication) between the second server and 
the destination server during the transmission of the message between the 
second server and the destination server through stages between the second 
server and the destination server, and storing at least a portion of the dialog 
(communication) between the second server and the destination server for 
subsequent proof of delivery of the message by the second server to the 
destination server [see p. 23-24, steps j-h, p.29-30, 31-32, 34]. 



4. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

5. Claims 288, 290-291 , 293, 295 and 297 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Barkan International Publication No. WO 
98/17042, in view of Zabetian U.S. Patent No. 6,327,656. 

Regarding claim 288, Barkan teaches the invention as claimed above. 
However, Barkan does not explicitly teach the data exchanged between the 
server and the destination address may be via a selected one of SMTP and 
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ESMTP protocols. Zabetian teaches the electronic documents send between 
clients and servers using conventional protocols such as SMTP, FTP, HTTP, and 
other network protocol could be used to transmit electronic documents (col. 4 
lines 25-55, col. 6 lines 21-37, col. 14 lines 53-66). It would have been obvious 
to one of ordinary skill in the Data Processing art at the time of the invention was 
made to combine the teachings of Barkan and Zabetian to include the step of 
using a protocol selected from a group of network conventional protocols 
because it would have an efficient communications system that has a capability 
for users to send and attach various kinds of files to electronic mail (including 
electronic document certification, verification, digital signature). 

Regarding claim 290, Barkan teaches the invention as claimed above. In 
addition, Barkan further teaches the data exchanged between the server and the 
destination address is used to establish that the message has been received at 
the destination address [see p. 33, 1 st paragraph, mail server 3 sends proof of 
receipt message and encrypted message from recipient (user 2) and stores in 
mail box 12 belonging to sender (user 1)]. 

Regarding claim 291, Barkan teaches the invention as claimed above. In 
addition, Barkan further teaches the authentication is provided as follows: 
generating at the server a digital fingerprint of the message received by the 
server from the sender, and a digital fingerprint of the digital signature of the 
message received at the server, and comparing the digital fingerprints generated 
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at the server, and providing an electronic attachment transmitted between the 
second server and the destination server, and providing a dialog 
(communication) between the second server and the destination address relating 
to the message during the transmission of the message from the second server 
and to the destination server so as to establish subsequently that the destination 
server has received the message transmitting the electronic attachment from the 
second server to the sender [see p. 23-24, steps j-h, p. 29-30, 31-32, 34]. 

However, Barkan does not explicitly teach the data exchanged (dialog) 
between the server and the destination address may be via a selected one of 
SMTP and ESMTP protocols. Zabetian teaches the electronic documents send 
between clients and servers using conventional protocols such as SMTP, FTP, 
HTTP, and other network protocol could be used to transmit electronic 
documents (col. 4 lines 25-55, col. 6 lines 21-37, col. 14 lines 53-66). It would 
have been obvious to one of ordinary skill in the Data Processing art at the time 
of the invention was made to combine the teachings of Barkan and Zabetian to 
include the step of using a protocol selected from a group of network 
conventional protocols because it would have an efficient communications 
system that has a capability for users to send and attach various kinds of files to 
electronic mail (including electronic document certification, verification, digital 
signature). 



Regarding claim 293, Barkan teaches the invention as claimed, including 
the dialog (communication) between the second server and the destination 
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server includes matter relating to the identities of the second server and the 
destination server and relating to the message [see p. 23, 29-30, 34]. 



Regarding claim 295, Barkan teaches the invention as claimed, including 
the dialog (communication) between the second server and the destination 
server includes an acknowledgement by the destination server that it has 
received the message [see Abstract, p. 8, p. 19, p29, step c and p.33, 1 st 
paragraph]. 



Regarding claim 297, Barkan teaches the invention as claimed above. In 
addition, Barkan further teaches providing a dialog (communication) between the 
second server and the destination server relating to the message during the 
transmission of the message between the second server and the destination 
server, storing at least a portion of the dialog (communication) between the 
second server and the destination server for subsequent proof of the delivery of 
the message by the second server to the destination server, wherein the dialog 
(communication) between the second server and the destination server includes 
matter relating to the identities of the second server and the destination server 
and relating to the message and wherein the dialog between the second server 
and the destination server is included in the electronic attachment [see p. 23-24, 
steps j-h, p.29-30, 31-32, 34]. 

However, Barkan does not explicitly teach the data exchanged (dialog) 
between the second server and the destination server being provided via a 
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selected one of SMTP and ESMTP protocols. Zabetian teaches the electronic 
documents send between clients and servers using conventional protocols such 
as SMTP, FTP, HTTP, and other network protocol could be used to transmit 
electronic documents (col. 4 lines 25-55, col. 6 lines 21-37, col. 14 lines 53-66). 
It would have been obvious to one of ordinary skill in the Data Processing art at 
the time of the invention was made to combine the teachings of Barkan and 
Zabetian to include the step of using a protocol selected from a group of network 
conventional protocols because it would have an efficient communications 
system that has a capability for users to send and attach various kinds of files to 
electronic mail (including electronic document certification, verification, digital 
signature). 



6. Applicant's arguments have been fully considered but they are not 
persuasive because of the following reasons: 

Based on the broadest reasonable interpretation, Barkan still teaches the 
invention as claimed, including a method and system of transmitting a message 
from a sender to a destination address through a server displaced from the 
destination address and notification of receiving a message [see Fig. 1 and 
Abstract], with the functional steps at the server consisting of receiving the 
message from the sender [see Abstract, p. 23-24, step (h). p. 19, step (b)], 
transmitting the message to the destination address [see Abstract, p. 12, steps (a, 
b, c), p. 23-24, step (h), p. 30, step (d)], receiving at the server an indication from 
the destination address that the message has been received at the destination 
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address from the server [see Abstract, p.8, p. 19, p. 29, step (c)], providing at the 
server a digital signature of the message [see p. 9, p. 31 -32], and transmitting to 
the sender the message and the verification of the message for storage by the 
sender [see p. 33, 1 st paragraph and Abstract, mail server 3 sends proof of receipt 
message and encrypted message from recipient (user 2) and stores in mail box 
12 belonging to sender (user 1)]. 

Part 2a) Applicant argues that Barkan does not disclose that the user 1 
does not send the message or an encryption of the message to the mail server 3 
and the mail server 3 does not send the message from the user 1 to the user 2 
(Page 9, Remarks). 

The examiner respectfully disagrees. Figure 1 clearly shows the message 
sending from one user to another user through the mail server. The message is 
not going directly from one user to another user, but the server receives the 
message from one user and transmits it to another user. 

Part 2b) Applicant argues that applicant's method does not require a 
plurality of encryptions disposed in a multi-layered relationship and relating to the 
messages (Page 10, Remarks). 

The examiner respectfully disagrees. This is irrelevant because it is not in 
the claim. Clearly, Barkan teaches the server receives the message/encrypted 
message from one user and transmits it to another user [see Fig. 1 and Abstract 
and Page 33]. 

Part 2c) Applicant argues that Barkan does not teach "transmitting to the 
sender the message and the verification of the message for storage by the 
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sender" and this step must occur before the authentication of the message in 
applicant's system (Page 10, Remarks). 

The examiner respectfully disagrees. Clearly, Barkan teaches mail server 
3 sends proof of receipt message and encrypted message from recipient (user 2) 
and stores in mail box 12 belonging to sender (user 1) [see Fig. 1 and Abstract 
and Page 33]. The claim language does not require a transmission of the 
verification of message need to be occurred before or after the authentication of 
the message. 

Part 2d) Applicant argues that the examiner cannot apply the abstract and 
nine (9) methods of Barkan to reject limitations of claim 1 1 5 (Pages 10-11, 
Remarks). 

The examiner respectfully disagrees. There is no such requirement that 
the examiner can only use one particular paragraph or one particular page of the 
cited reference to reject the limitations of a specified claim. In fact, the nine (9) 
methods in Barkan are not independent from each other. They are related and 
complement to each other. 

Another independent claim 230 is rejected for the reasons as set forth 

above. 

Part 2e) see the same answer as indicated part c) above. 

Parts 2f) to 2i) see the same answer as indicated part d) above. 

Parts 2j) to 2w) and 3a) to 3h) Dependent claims are rejected at least by 
virtue of dependency on independent claims and by other reasons set forth 
above in the rejection portion. 
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As a result, cited prior art does disclose a system and method as broadly 
claimed by the applicant. Therefore, the examiner asserts that cited prior art 
teaches or suggests the subject matter recited in independent claims. Dependent 
claims are also rejected at least by virtue of dependency on independent claims 
and by other reasons as shown above. Accordingly, claims 115-121, 230-237 
and 286-297 are still respectfully rejected. 

Conclusion 

7. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 



A SHORTENED STATUTORY PERIOD FOR REPLY TO THIS FINAL 
ACTION IS SET TO EXPIRE THREE MONTHS FROM THE MAILING DATE 
OF THIS ACTION. IN THE EVENT A FIRST REPLY IS FILED WITHIN TWO 
MONTHS OF THE MAILING DATE OF THIS FINAL ACTION AND THE 
ADVISORY ACTION IS NOT MAILED UNTIL AFTER THE END OF THE 
THREE-MONTH SHORTENED STATUTORY PERIOD, THEN THE 
SHORTENED STATUTORY PERIOD WILL EXPIRE ON THE DATE THE 
ADVISORY ACTION IS MAILED, AND ANY EXTENSION FEE PURSUANT 
TO 37 CAR 1 .136(A) WILL BE CALCULATED FROM THE MAILING DATE 
OF THE ADVISORY ACTION. IN NO EVENT, HOWEVER, WILL THE 
STATUTORY PERIOD FOR REPLY EXPIRE LATER THAN SIX MONTHS 
FROM THE MAILING DATE OF THIS FINAL ACTION. 
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8. Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Philip Tran whose telephone number is (571) 
272-3991 . The Group fax phone number is (571 ) 273-8300. If attempts to reach 
the examiner by telephone are unsuccessful, the examiner's supervisor, Saleh 
Najjar, can be reached on (571) 272-4006. 



9. Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through Private 
PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). 



/Philip B Tran/ 

Primary Examiner, Art Unit 2155 
April 24, 2008 
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